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_Topic Sequence:
1 2 3 [ ] ] ]
Collabarating online semaphares o the Programming essentials |  Modelling datapsing | Programming essentials | Using media - Gaining
respectiully Internet inScratch—pan | spreadsheets inScratch-partll suppott for 3 canse

Tonic Dvernview:

Thiz unit has been designed to enzure that learners are given sufficient time to familiarise themselves with the school network. It also allows the teacher to discuss
approprizte use of the school network, and to update and remind learmers of important online safety issues. Whilst completing this unit, learners will alza learn
how to use presentation software effectively, In terms of online safety, this unit focuses on respecting others online, spetting strangers, and the effects of
cyberbullying.

Links
Year 7- Using Media, GCSE - Computing Ethical and Legal Issues

Lesson 1: Welcome to the computing lab - It is important that year 7 know how to log on, create a secure password, and follow the rules that
keep them safe. This lesson has been designed to give teachers time to ensure that learners can do this. The lesson is intentionally low on
CONtent as it is the first computing lesson.

Lesson 2: Welcome to your workstation - This lesson gives time to introduce the school netwark to the learners. They will have a tour of the
common applications and their personal work areas. They will also learn how 10 send a respectful email to their peers and teachers. This lesson
introduces learners to communicating respectfully online. As with the last lesson, this lesson is intentionally low on content.

Lesson 3: Respectful online communication - Learners need 1o be able to work successfully when collaborating anline. Last lesson focused on
email communication, but there are lots of other ways to communicate with others online. This lesson digs deeper into online communication
and shows learners how to make positive contributions to their online community.

Lesson 4; Presenting to an audience; part 1 - This lesson focuses on the skills required to plan an effective presentation for an audience. It also
explores the term ‘cyberbullying” and the effects of cyberbullying.

Lesson 5: Presenting to an audience: part 2 - This lesson is a continuation of the previous lesson. Learners are reminded of good practice for
presentations through a “true or false’ activity. They then continue te work on their presentations, in preparation for showing them to the class.
Lesson 6: Who are you talking to? - This lesson introduces learners to the concept of pecple impersonating others onling. This can be done in
different contexts, but this lesson focuses on people pretending to be one of our ‘non-digital world® friends.

Mational curriculum links

Create, reuse, revise and repurpose digital artefacts for a given audience, with attention to trustworthiness, design and usability
Understand a range of ways to use technology safely, respectfully, responsibly, and securely, including protecting their online identity and
privacy; recognise inappropriate content, contact and conduct and know how tO report concerns

Education for a Connected World links

Online relotionships

| can explain what it means to 'know someong’ anline and why this might be different from knowing someone offline (11-14)

| can explain how sharing something onling may have an impact either positively or negatively (11-14)

Online bullying

| can recognise online bullying can be different to bullying in the physical world and can describe same of those difference (11-14)
| can identify a range of ways to report concerns and access support both in school and at home about online bullying. (11-14)
Privacy and security

| can explain what a strong password s and demonstrate how to create one. (11-14)

| can explain that internet use is never fully private and is monitored, e.g. adult supervision. {11-14)

Topic Resources:
Sequence of Lessons:
Knowle 7.1: Messaging im Digital | Any ofher
Map: Media RESDUICES:
1 | Welcome to the Computing Lak Assessment:
2 | Welcome to your Workstation Knowledge: 21 questian multiple choice questions
3 | Respectful Online Communication wlﬂ Presantatinn Asssssrmant via Bubric
4§ | Presenting to an Audience Supnortive Reading:
BB BiteSzie How ta deal with cyber-bullying - BEC Bitgsize
8 | Fresenting to an Audience
B | Who are you talking to? HSPCG Paositively anling; top tips for online wellbeing | NSPCC
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Im:m
1 2 3 [ ] ] ]
Messaging in digital semaphares o the Programming essentials |  Modelling datapsing | Programming essentials | Using media - Gaining
media - in Scratch - part | spreadsheets inScratch-partll suppott for 3 canse

Tonic Dvernview:

Imagine a world without computer netwarks, and how different your life would be. There would be no more YouTube, Google, instant messaging, online video
gaming, Metflix, and iTunas. There would b2 no online shopping, or guickly looking up directions to a location at the click of a button. There veould be no more
sharimg of files or peripherals such 2= a printer, and no more central backups of information. Az networks have evolved, society has become increasingly reliant on
the services that they provide, They have changed the way we learn, work, play, and communicate, This unit begins by defining a network and addressing the
benefitz of networking, before covering how data is transmitted acrozs networks using protocols. The types of hardware required are explained, as is wired and
wireless data transmission. Learners will develop an understanding of the terms ‘intermet’ and "World Wide Web’, and of the key services and protocels used.
Practical exercises are included throughout to help strengthen understanding.

Links

Year 8- Developing the Wabs

ZCSE: - Edexcel Topic 4 Metwaorks

Lesson 1: Computer networks and protocols: This lesson will get the learners thinking about the history of different communication methods.
Learners will learn what a computer network is, along with the meaning of the word ‘protocol’, Learners will gain an appreciation of the growth
of networked devices,

Lesson 2 Metworking hardware: This lesson explores the functionality of key hardware components found in a network. The lesson covers
network cables, hubs, servers and routers. Each is explained in turn, and learners then use their knowledge of each component to build a series
of increasingly complicated network diagrams.

Lesson 3: Wired and wireless networks: This lesson explores the different wireless technologies, and how bandwidth varies between these
technologies. Learners will discuss the mobile technologies of 3G, 4G, and 5G. Learners will develop an understanding of the term “bandwidth’
and develop an appreciation for onling activities that are bandwidth-heavy, before moving on to explore the advantages and disadvantages of
wiraed and wireless networks.

Lesson 4: The internet This lesson explores the internet and its uses. Learners will gain an appreciatian of the vastness of the internet. It is truly
global, with $5% of data transmitted through oceanic cables spanning all continents, the longest of which is 39,000 kilometres. Learners will
develop an understanding of packet structure and packet switching. The term ‘protocol’ will be revisited, and two particular pratocols, TCP and
IP, will be explained.

Lesson 5: Internet services: This lesson explores the internet, its services, and the World Wide Web. Learners will understand the difference
hetween the internet and the World Wide Web and how each came about. They will understand that the activity on the internet in a single
minute is quite staggering. The term ‘Internet of Things {loT) will be explored. Learners will discuss the advantages of loT, as well as the
disadvantages, focussing on privacy and security.

Lesson 6: The World Wide Web: This lessan explores the World Wide Web (\WWW), the components that are associated with the WWW, and
how they work together. The key components of the WWW are explained (browser, server, web pages, and search engines). A link is made to the
first lesson of the unit, in which the class learnt about protocols. Learners will identify which websites should use HTTP and which should use
HTTPS based on the type of activity that they support.

Mational curriculum links

Understand the hardware and software components that make up computer systems, and how they communicate with one anather and with
other systems

Education for a connected world links

Explain the term ‘connectivity’ as the capacity for connected devices (‘internet of things’) to collect and share information about me with or
without my knowledge (including micrephones, cameras and geolocation).

Describe how internet-connected devices can affect me.

Topic Resources:
Sequence of Lessons:
Knowledge Ay other
Map: 7.2 - Networks i —
Computer networks and protocols
1 P P P "
2 | Metworking hardware Knowledge: 24 Multiple Choice questions
3 | Wired and wareless netwarks Application of
Mastery Book
Knowledge: ol
4§ | Theinternet Supportive Resding:
Iniroduction to What is a network? - Introduction to metworks - K53
netwarks Computer Science Revision - BEC Bitesize
9 | Internet services
: £ Chapter 2
Computing
Gomplele Revision . .
Ayailable from: K53 Computing Complete Revision &
(] _TI"IEWI:I\-I'ld Wide Web & Practice - GGP | Practice | CGP Books
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Im:m
1 2 3 [ ] ] ]
Messaging in digital semaphares o the Programming essentials | Modelling datapsing | Programming essentials | Using media - Gaining
media Internet in Scratch - part | spreadsheets inScratch-partll suppott for 3 canse
“Topic Oerview:

Thiz unit is the first programming unit of K53, The aim of this unit and the following unit {‘programming 2') is to build learmers’ confidence and knowledge of the
key programming constructs. Importantly, this unit does not assume any previous programming experence, but it does offer learners the opportunity to expand on
their knowledge throughout the unit

The main pregramming concepts coverad in this unit are sequencing, variables, selection, and count-controlled weration. All of the examples and activities for this
unit use Scratch 3.

Links
Year 7 — Programming essentials part 2, Year & — Mobile App, Year 3 - Python Programming, GCSE — Edexcel Topic & Programming

Lesson 1: Introduction to programming and sequencing: Learners will be introduced to the unit and will take part in an activity to help them
understand the precise nature of instructions that computers need to execute. . Learners will be taught the song Frére Jocques before working in
pairs to place hlacks of code into the appropriate subroutines so that their program will play the song correctly.

Lesson 2: Sequence and variables: In this lesson the learners will be introduced to variables as well as the opportunity to get more confident
with sequences, Learners will be given a Scratch program where they will work in pairs to predict, run, investigate, and modify.

Lesson 3: Selection: The focus of this lesson is to introduce learners to the concept of selection statements and how they can be used to contral
the flow of a program. The lesson starts with activities that allow the learners to understand expressions that evaluate to “true’ or Talse’. This will
be followed by a PRIMM activity using another version of the ‘Chat with Big Ed’ program from the last lesson, this time using selection (If
statements).

Lesson 4: Operators: This lesson will build on the previous lesson by introducing the use of logical and comparison operators to use in selection
statements. The learners will start by following Scratch code and working out what the program will output given different inputs. They will be
introduced to logical and comparison aperators before taking part in an activity where they are given a playing card and have to decode if it
evaluates 1o ‘true’ or false’ using various different expressions.

Lesson 5: Count-controlled iteration: In this lesson learners will be introduced to the concept of iteration, the examples will be specifically
focused on count-controlled iteration. The learners will be given an inefficient program and be asked to spot patterns and repetition, They will be
taken through a live cading demanstration of taking their inefficient program and adding iteratian to make it more efficient.

Lesson 6: Problem-solving: This is the final lesson of the first unit of programming in Year 7. The main activity for the lesson will be learners’
main summative assessment task where they are required to independently work through tasks to complete a dance move game,

Mational curriculum links

L Use two or more programming languages, at least one of which is textual, to solve a variety of computational problems; make appropriate
use of data structures (e.g. lists, tables, or arrays); design and develop modular programs that use procedures or functions
u Understand several key algorithms that reflect computational thinking; use logical reasoning to compare the utility of alternative

algorithms for the same problem
. Understand simple Boolean logic (e.g. and, or, and not)

L) Create, reuse, revise, and repurpose digital artefacts for a given audience, with attention to trustworthiness, design, and usability
Topic Resources:
Sequence of Lessons:
Knowiedge . Any oiher
Mag: 7.3: Programming 1 e — Scratch
1 | introduction to Saquencing Assessment:
Knowledse: 2 homework sctivities (in Lessan 2 (4) and Lesson & (&)
2 | Sequence and Varisbles that ask 3 set of multiple-choice guestions.
3 | selection Application of Learners to complete a set of tasks using a Scratch
Knowledge: proEram
4 | Operstors Supportive Reading:
BB Bite Sire Programming - K53 Computer Scignce - BRC Bitesize
3 | Count Controlled Iteration
Chapter 5
6 | Froblem Solving Revision & Practice - | avsilable from: K33 Computing Complete Revision
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Topic Sequence:
1 ? 3 1 ] 1]
Messaging in digital semaphorestothe | [rOSYAmmIng essentials | Wodemingdatausing | Programming essentials | Using media - Gaining
media i in Scratch -part | spreadsheels inScratch-part i support for a cause
IIII'I:III:rﬁm:

The spreadsheet unit for Year 7 takes learers from having very little knowledge of spreadshests to being able to confidently model data with a spreadsheet. The
unit uses engaging activities to progress learners from using basic formulas to writing their own COUNTIF staterments, This unit will give learmers a good set of skills
that they can use in computing lessons and in other subject areas.

Lesson 1: Getting to know a spreadsheet: This lesson introduces learners to the concept of spreadsheets and why spreadsheets are useful. They
will learn how to navigate a spreadsheet via its rows and columns, and become familiar with the cell referencing system. They will locate and
select ranges of cells and change cells’ background colour and border properties.

Lesson 2: Quick calculations: In this lesson, learners will practise entering text into calls of a spreadsheet and then learn how to perform
calculations on the data using basic formulas and cell references, They will learn how to use the autofill tool to duplicate cells and continue a
linear pattern, and then combine the autofill tool with basic formulas to guickly populate a results column with calculations.

Lesson 3: Collecting data: This lesson begins with a recap of the previous [esson’s content and some further practise of using formulas. Then
learners will discover the difference between data and information, and between primary and secondary sources of data. They will then design a
survey to collect some data of their own for use in the next lessons.,

Lesson 4: Become a data master!: In this lessan, learners will discover how 10 use functions to analyse data in a spreadsheet. As well as leaming
how to automatically create charts from data, they will be introduced to four functions: SUM, MAX, MIN, and COUNTA. Functions allow you to
very guickly calculate results. The functions coverad in this lesson are used to calculate totals, find the maximum and minimum values in a range,
and count populated (i.e. non-blank) cells.

Lesson 5: Level up your data skills!: This lesson will introduce learners to three more functions — COUNTIF, AVERAGE, and IF — and to how they
can sort and filter a spreadsheet. Learners will work on a larger data set to get a feel for analysing real-world data using spreadsheets.

Lesson 6: Assessment: n this lesson, learners will discover how to use conditional formatting, whereby the appearance of a cell changes
automatically depending on the data it contains, according to rules the learners themselves set. They then complete an end-of-unit summative
assessment.

Mational curriculum links

= Design, use, and evaluate computational abstractions that model the state and behaviour of real-world problems and physical systems

*  lndertake creative projects that involve selecting, using, and comBining multiple applications, preferably across a range of devices, 1o
achieve challenging goals, including collecting and analysing data and meeting the needs of known users

Topic Resources:
- e 7.4-35 dsheets Ay othes Excel
Hap: adat oo EESDUIGES: o
1 | Getting to know a spreadsheet Assessment:
Set out the number of knowledges questions for this
Knowledge: .
topic
2 | Quick calculations
Apnlicati & description of how the pupil will be expected to appl
m,'{ the kn-:wTudgt here = suepe:?ample j.urr:ar-,.- for S
z reference
3 | Collecting data
Supportive Reading:
| -Racoma et H dshggt k-5 dst K53 ICT
ow spreadshests work - Spreadshests -
BBG Bite Size - —
Rawision - BEC Bitezsize
9 | Level up your data skills!
Chapter 2
Computing GComplet
e Revision & #wailable from: K53 Computing Complete Revision
6 | Assessment Practice - CGP & Practice | OGP Books
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_Topic Sequence:

1 1 3 L] ] ]

Messagingindigital | conenbTlolO0 | Programming essemtials | Modelling datausing | Programming essentials | Using media - Gaining
media Internet in Scraich - part | spreadsheets inScraich - part |l support for 3 cause

Topic Dverview:

This unit begins right where ‘Programming |° left off. Learmers will build on their understanding of the control structures” sequence, selection, and iteration [the big
three), and develop their problem-solving skills. Learners will learn how to create their own subroutings, develop their understanding of decomposition, learn how
to create and use lists, and build upen their preblem-solving skills by working through a larger project at the end of the unit.

Links
Year 7 = Programming etsentials part 1, Year 8= Mobile App, Year 9 - Python Programming, GCSE = Edexcel Topic & Programming

Lesson 7: You've got the moves! - This lesson is designed to farmalise the use of subroutines, a technigue that has been introduced gently over
the previous unit. Learners will create a dance battle game by decompasing dance moves and creating subroutines for each move.

Lesson 8: Fly cat fly! - Learners are introduced to the concept of condition-controlied loops by using the PRIMIM approach with a Scratch game
called 'Fly cat, fly!l". They will predict, run, investigate, and modify code in order to build confidence with using condition-controlled loops.
Lesson 9: Loop the loop! - Learners should have a grasp of each type of iteration available to them in Scratch. This lesson focuses on when each
type of iteration should be used. It will give learners the evaluative skills to implement iteration in their own programs as they start to develop
tham.

Lesson 10: Treasure those lists! - Learners are introduced to lists during this lesson. There is initially an educator-led demonstration on a simple
shopping list application created in Scratch. Learners then dig deeper into lists by navigating through a treasure hunt game. The object of the
game 5 to collect and swap the right items in order to reach the next level. Learners should use their investigation skills to discover the essential
tools that Scratch can offer surrounding lists.

Lessons 11 & 12: Translate this! - Learners are given a scenario To create a translation quiz for a Modern Foreign Languages teacher. The learners
will decompose the problem and start to build a Scratch program to meet the reguirements. This is a pair programming project that takes place
over two lessons; pairs will develop their programs to differing levels. A rubric is to be used for peer- or self-assessment to check progress.
Extension activities allow learners to explore more challenging aspects of the solution. In Lesson 12, learners will be given a multiple choice guiz
as @ formal final assessment,

Mational curriculum links

*  Touse two or more pregramming languages, at least one of which is textual, to solve a variety of computational problems; to make
appropriate use of data structures (for example, lists, tables, or arrays); to design and develop modular programs that use procedures or
functions

*  Tounderstand several key algorithms that reflect computational thinking; use logical reasoning to compare the utility of alternative
algorithms for the same problem

* TTounderstand simple Boolean logic (for example, AND, OR, and NOT)

* Tocreate, reuse, revise, and repurpose digital artefacts for a given audience, with attention to trustworthiness, design, and usability

Topic Resources:
Seguence of Lessons:
Map: e 7.5 —Programming 2 ::-H Soratch
F. 1
1 | You"ve got the mowves! Assessment:
2 | fiy car iy Knowledge: 20 mark multiple choice questions
3 | Loop the loop! m““ Paired Programming Scenarno
4 | Treasure those lists! Supportive Reading:
jte 5i Propramming - K52 Computer Science - BRC Bitesize
BEE Bite Size Programming - | putgr 5
9 | Translate this! (Part 1)
Chapter &
. Computing Complete
r - -
6 Tranetate this! (Fars 2] Revision & Practice - | availzble from: K53 Computing Complete Revision
1 TR ™ o .= g gm om




iRl U Lorad MRS, Tdl § UURTILEES

Im:m
1 2 3 [ ] ] -]
Messaging in digital semaphares o the Programming essentials | Modelling datapsing | Programming essentials | Using media - Gaining
media Internet in Scratch - part | spreadsheets inScratch-partll suppott for 3 capse

Tonic Dvernview:

During this unit, learners develop their understanding of information technology and digital Ifteracy skills, They will use the skills learnt across the unit to create a
blog post 2bout 2 real-world cause that they would like to gain support for. Leamers will develop software formatting skills and explore concems surrgunding the
use of other people’s work, including licensing and legal izsuss.

Links:
Year 8 — Heroes of computing; Computing GCSE Topic 5 — Ethical and Legal lssues

Lesson Sequence:

Lesson 1: Features of a word processor - Learners will start with an activity to help them understand that each software application has a
different purpose: they will play a game of ‘Guess Whao', in which they will have to pick the most appropriate software,

Mext, learners will use word processing software to explore a range of formatting toaols, and then they will be given a decument to format using
these tools..

Lesson 2: Licensing appropriate images - In this lesson, learners will build on the document that they formatted last lesson and will add
appropriate images to it, applying relevant formatting techniques. Learners will look at a selection of images and discuss which image they think
would be appropriate for the given scenarios. Learners will be introduced to copyright law and Creative Commons licensing.

Lesson 3: The credibility of sources- The purpose of this lesson is for learners to understand that not all information found on the internet is
reliable or trustworthy. Learners will 1ook at technigues to use to help determine the credibility of a source, and then apply these skills by writing
an article that could be real or fake. Learners will then look at each other's work and try to determine whether or not the article is credible.
Lezson 4: Research and plan your blog - learners will be given the opportunity 1o research their cause and document their findings, Building on
the concepts coverad in the previous two lessons, the learmers will be introduced to the concept of plagiarism. Learners will spend time looking
at blog posts to evaluate their layout and content, then they will research their own cause and justify the credibility of their sources.

Lesson 5: Promoting your cause - Learners will be introduced to the software that they will use to make their blog on Microsoft Sway. Learners
will use their research document from the previous lesson to create their blog. Learners will spend time giving feedback on each ather's work,
Lesson 6: Project completion and assessment - Learners will review their work based on the success criteria, and will have a chance ta make final
changes to their work based on the peer feedback that they received in the previous lesson. Learners will finish the unit by completing an end-of-
unit assessment,

Mational curriculum links

* Undertake creative projects that involve selecting, using, and combining multiple applications, preferably across a range of devices, to
achieve challenging goals, including collecting and analysing data and meeting the needs of known users

*  (Create, reuse, revise, and repurpose digital artefacts for a given audience, with attention to trustworthiness, design, and usability

Education for a Connected World links

*  Pdanaging anline information

* | can use a range of features to guality assure the content | access online. {11-14)

* | can explain how to use search effectively and use examples from my own practice to illustrate this. (11-14)

*  Copyright and ownership

* | know that commercial enline content can be viewed, accessed, or downloaded illegally. [11-14)

* | can accurately define the concept of plagiarism. {11-14)

* | can use this definition to evaluate my own use of online sources. (11-14)

* | understand the concept of software and content licensing. {11-14)

* | understand Creative Commons Licensing protocols. [11-14)

* | canidentify the potential conseguences of illegal access or downloading and how it may impact me and my immediate peers. (11-14)

Topic Resources:
Sequence of Lessons:

Knowiedse : . Ay other
Mag: 7.6 = Using Media P p—— WS sway

1 | Features of a word processor RssEssment:

¥ | ticensing appropriate i . Knowledoe: 16 Multiple Choice guestions

3 | The credibility of sources- Application of Learners develop a blog on MS Sway to support a cauze
Knowledoe: of their chaice. This is asseszed with 2 simple rubric.

4 | Research and plan your blog Supportive Reading:
EBG Bite Sire K52 Copyright and intellectual property

1 | Promoting your cause
Chapter 3
Gomputing Complete

B | Project completion and assessment Revision & Practice - Awailable from: K33 Computing Complete Revision
D 1 oo e | /O D L
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_Topic Sequence:
1 2 3 ] ] B
Computer Systems Representation Develoging for the Web Intro 1o Python Heroes of Computing Mobile Apg
:Tﬁ: BUEIViEW:

Thiz unit takes learners on a tour through the different layers of computing systems: from programs and the operating system, to the physical components that
store and execute these programs, to the fundamental binary building blocks that these components consist of.

The zim is to provide a concize overview of how computing systems operate, conveying the essentials and abstracting away the technical details that might
confuse or put off learners.

The last lassons cover tweo Interesting contemporary topics: artificial imtelligence and opan source saftware. These are linked back to the content of the unit,
helping learmers to both broaden their knowledze and foous on the topics addressed in the unit.

Links
Year 8 — RBeprasentation GCEE Computing- Unit 3 Computers

Lesson 1: Get in gear - To develop an understanding of this unigue characteristic, learners will compare calculating machines from the past o
modern general-purpose computers. After that, they will connect the important but perhaps abstract idea of a program to the applications that
they use every day. Finally, they will execute a program themsealves, playing noughts and crosses with a human opponent.

Lesson 2; Under the hood - Learners will discover how all computing systems, regardless of form or capabilities, make use of the same
COMpPonents: a processor, memory, starage, input and autput devices, and communication camponents. They will form a simple, concise picture
of what each of these ‘'universal’ components does, and how they work together to execute programs.

Lesson 3: Orchestra conductor - The abstract descriptions of how the processor, memory, storage, and communication components interact
with each other and function as a system will now be embedded in concrete, familiar scenarios that the learners will investigate. Through the
activities in this lesson, learners will look under the surface and gain a further glimpse into what goes on under the hood when they use
computing devices,

Lessan 4: It's only logical - Through practice, learners can master the use of logical expressions in software, but itis a different story altogether to
uncover the connection betweaen logic and computing hardware. This is the deeper goal of the lesson: to bridge the gap between logic and
circuits and make the direct link between them explicit.

Lesson 5: Thinking machines - In this lesson, leamers will attempt to define the term 'artificial intelligence’ and explore the kinds of problems
that it has traditionally dealt with. They will also focus on machine learning and investigate its relationship with conventional gprogramming.
Learners will move on to use Google Teachable Machine, to gain an insight into what training a model involves, and the ethical considerations
that are tied inta building any systam that makes decisions.

Lesson 6: Sharing - In this final lesson, learners will take a quiz that will assess their understanding of the computing systems concepts that they
have encountered throughout the unit.

National curriculum links

* can understand and apply the fundamental principles and concepts of computer science, including abstraction, logic, algorithms and data
representation

*  can evaluate and apply infarmation technalogy, including new ar unfamiliar technologies, analytically to salve problems
understand simple Boolean logic [for example, AND, OR and NOT] and some of its uses in circuits and programming

*  understand the hardware and software components that make up computer systems, and how they communicate with one another and with
other systems

* understand how instructions are stored and executed within a computer system

Tomic Resources:
Sequence of Lessons:
KmDwiedge Any oiher
Map: 2.1 Computer Systems e ———
1 | Lesszon 1: Getin gear Bsseccmenl:
g | ik e st Knowledge: 16 Multiple chaice questions
B5E0n L Un r 2
Application of i
3 | e i Bechesten condd Knowledge: Homewark and Lesson activities
Supportive Reading:
§ | Lesson 4: It's only logical
Hardware and Hardware and software - K53 Computer Science - BEC
Softare Bitesize
9 | Lesson 5: Thinking machines
& Spter
& fins Gommler | CP2PTer L
& Revision & :
; . Available fromy: K33 Computing Complete Revision
Lesson &: Sharin =
6 "ng Practice - GGP & Practice | CGP Books




Topic Sequence;
1 2 3 [ ] ] ]
Computer Sys1ems Begresentation Developing lor the Web Intro 10 Python Heroes of Computing Mohile Apn
: Topic BUErview:

This unit conveys essentizl knowdedge relating to binary repressntations. The activities gradually introduce learners to binary digits and how they can be used to
represent text and numbers. The concepts are linked to practical spplications and problems that the learners are familiar with.

Links
Year 8 Computer 3ystems, GCSE Computing Unit 2 Data

_IISEII SEefuence:

Lesson 1: Across time and space - Learners discuss familiar examples of representations, some of which date back millennia, to better
understand their use and characteristics. This prepares learners for their encounter with binary representations in the context of computing, and
places these within @ much broader {and more familiar) context.

Lesson 2: Lights and drums - Learners work in groups through an activity that requires them to encode, transmit, and decode short messages,
with each group using a different coding scheme and communication medium (signals, light, sounds, holes on paper, etc.). The activity reinforces
the learners’ understanding of text representation using sequences of symbaols, while emphasis is placed on distinguishing between symbols and
the way in which they are embodied in physical media.

Lesson 3: Binary digits - Learners grasp what binary digits are by associating them with familiar sets of symbols such as letters and decimal digits.
Learners salve simple problems that reinforce the connection between (alphanumeric) infarmation and its binary representation. They also
consider the question of why binary digits are predominantly used in conjunction with computing systems.

Lesson 4: Numbers in binary - Learners build upon their familiarity with using a decimal numbering system, in order to draw analogies with haw
numbers can be represented using binary. They use activities, either unplugged or software-based, to become familiar with binary number
representation and convert between binary and decimal.

Lesson 5: Large quantities - This lesson familiarises learners with bytes and the prefixes used for measuring representation size, such as Kilo-,
‘mega-', ‘giga~' and ‘tera-". Simple activities embed these concepts in real-life settings and introduce learners 1o conversions batween the
different units and multiples.

Lesson 6: Turing’s mug - The unit is concluded with a summative assessment quiz and a puzzle activity that challenges learners to unchain Alan
Turing’s mug.

Mational curriculum links
* Understand how data of various types (including text, sounds and pictures) can be represented and manipulated digitally, in the form of

hinary digits
Topic Eesources:
Seguence ol Lessons: Mnowtedse | . Any other
Map: presentation e ——
1 | Across time and space Assessment:
Knowled 20 Multiple Choice Questions and 2 Fill in the words
) Cluestians,
2 | Lights and drums
mﬁ Problem Sclving activity in Turing's mug
3 | Binary digits
Supportive Reading:
4 | Numbers in binary Binary Binary | Interactive | Cemputing (advanced-ict.infal)
ﬁ- Large quantities Data Data reprezentation - K53 Computer Science - BEC
Representation Bitesize
Gompting Gom | Chapter 1
6 | Turing's mug ﬂl‘ll :
Revision & Practice | tvailable from: K53 Computing Complets
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Topic Sequence;
1 2 3 [ ] ] ]
Computer Sys1ems Fepresentation Developing lor the Web Intro 10 Python Heroes of Computing Mohile Apn
: Topic BUErview:

In this unit, learners will explore the technologies that make up the internet and Werld Wide \Web. Starting with an expleration of the building blocks of the World
Wide Web, HTML, and C55, learners will inwestigate how websites are catalogused and organized for effective retrieval using s2arch engines, By the end of the unit,
lzarners will have 2 functioning website.

Links:

Year 7: Metworks, Year 8: Mobile App, GCSE Computing Unit 4 - Metworks

: LesSOn SEquence:

Lesson 1) Website building blocks - Learners will begin by considering the power of automation for repetitive tasks, before delving into some
practical web page formatting activities using HTML tags. Firstly, they will practise formatting sections of text ta improve readability. Learmers will
then modify tags 1o change their appearance in 3 document, to make them different from the defaults provided.

Lesson 2: Words are not enough - Learners will begin by recapping the important fundamentals of web page design, specifically the use of tags
and their modification. They will explore the structure and operation of the img tag and understand how they can be used to ‘add’ images to weh
pages. To consolidate the learning of the first two lessons, they will also try to replicate a given web page design to see if they can use what they
hawe learnt in the most effective way.

Lesson 3: Taking shortcuts - Learners will begin by recapping how formatting is controlled using inline HTML formatting. They will appreciate
that this approach is time consuming and allows inconsistencies in design to manifest. Learners will start to experiment with using C55 to format
tags in @ HTML document. They will then progress on to applying their own formatting schemes to work they have already created.

Lesson 4: Searching the web - In this |2sson, learners will consider how web pages are found and catalogued, ready for people to search for
them. By considering how search engines find and rank web pages, they will learn how they can make their designs appear towards the top of
search engine lists, so that more people will view what they have creatad.

Lesson 5 Tightening the web - In this lesson learners will investigate advanced search technigues. They will understand how search operators
can be used to combine or exclude search terms to either expand or narrow search results. They will practice using these terms for specific
purposes and then build on the work from the last lesson to create a new page that can be used to summarise their learning from this lesson.
Lesson 6: Mavigating the web - In this lesson learners will begin by creating a web page to summarise their learning over the entire unit by
creating an additional ‘How to° web page, they will follow this up by adding navigation to all pages of the website.

Mational curriculum links
*  Create, reuse, revise, and repurpose digital artefacts for a given audience, with attention to trustworthiness, design, and usability.

Topic Eesources:
- e 8.3 Webzites Any
Hap: = EESDUIGES:
1 | Website building blacks Assessment:
Knowledge: 10 Multiple Chaoice Questions
2 Words are not enough
Application of Learners make a wehsite summarising their learning
Knowledge: ver the unit
3 | Taking shortcuts
Supportive Reading:
4§ | Searching the web ;ﬁ"n K53 Web design tutorial HTML Lessen 1 - YouTube
Using HTML to create websites - Internet and
8 | Tightening the web BR( Bitesire communication - K52 Computer Science Revision - BEC
Bitesize
e ting & Chapter 2
6 | Mavigating the web plete Revision & Pra
- Available from: K53 Computin
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Topic Sequence;
1 2 3 [ ] ] B
Computer Systems Representation Develoging for the Web Intro to Python Heroes of Computing Mobile Apg
: Tonic OVerview:

Thiz unit introduces learners 1o taxt-based programming with Python. The lezsons form a journey that starts with simple programs invalving input and cutput, and
gradually mowes on through arithmetic operations, ramdomness, selection, and iteration. Emphasis is placed on tackling common misconceptions and elucidating
the mechanics of program execution.

A range of pedagogical tools is employed throughout the unit, with the mast prominent being pair programming, live coding, and worked examples.

Lirks;
Year 7 Scratch Programming 1 and 2, Year & Mobile App Development, GCSE Computing Unitl Computer Thinking and Unit & Programming

Lesson 1: First steps - In this introductory lessan, learners will write and execute their first programs in Python. They will go through the basics of
displaying messages, assigning values to variables, and receiving input from the keyboard,

Lesson 2: Crunching numbers - In the previous lessan, learners were introduced to displaying messages, assigning values to variables, and
receiving input from the keyboard. This lesson will help them gain a deeper understanding of assignments, and explicitly address some of the
common misconceptions around the semantics of assignment statements.

Lesson 3: At a crossroads - This lesson introduces selection and randomness, These are two features that will allow learners to develop programs
with a very diversa range of behaviours. Learners will revisit some of the programs that they have encountered in previous lessons and extend
them into more versatile programs that use selection.

Lesson 4: More branches - This lesson progresses to multi-branch selection, then introduces while, the general-purpose iterative structure
available in Python. Learners will explore problems that will allow them to deepen their comprehension of when and how selection should be
used. For example, they will build programs that check the weather conditions where they are living and display appropriate responses. They will
also be introduced to iteration, making sure that they understand the mechanics of how it works, before they go on to build their own iterative
programs in the next |esson.

Lesson 5: Round and round - In the first part of this lesson, learmers will be introduced to counting. Counters are important, as they are the
simplest example of variables that are used to compute results iteratively, with each new value accumulated over the previous ones. In the
second part of the lesson, learners will apply the skills and knowledge that they have developed to create a times tables practice game. Itisan
example that naturally combines iteration and selection, while also being useful

Lesson &: Putting it all together - In this final Iesson of the unit, learners will apply and consolidate what they've learnt by extending the number
guessing game that they developed previously into an iterative version that allows them multiple guesses,

Mational curriculum links

+ can understand and apply the fundamental principles and concepts of computer science, including abstraction, logic, algorithms and data
representation

* [an analyse problems in computational terms, and have repeated practical experience of writing computer programs in order to solve such
progolems
USE TWO OF more programming languages, at least one of which is textual, to solve a variety of computational problems

* understand several key algorithms that reflect computational thinking; use logical reasoning to compare the utility of alternative algorithms
for the same problem

+ understand how instructions are stored and executed within a computer system

= design, use and evaluate computational abstractions that model the state and behaviour of real-world problems and physical systems

Topic Resources:
Segquence of Lessons:

:I.:ﬂﬂ! 8.4 Python Programming ::::7::: Thonny [python
1 First steps Rssessment:
£ ErC——— Knowledoe; 15 Multiple Choice Questions
3 | At acrossroads ml i |:H Learners make a number guessing game
& | Morsbrandhes Supportive Reading:

Puthon Basics Key Stage 2 Python | The Basics | CSMewks
9 | Round and round

3 Chapter g & 7

K53 Compuriing Gom P

6 | Putting it all together H:I;IIIIIH'I Ayailable from: K53
= | Cemoutine Comolaete Bavicion & Practica | C5P Backs




Topic Sequence;
1 2 3 ] B B
Compuler Systems Represemtation Developing for the Weh Intro 1o Python Heroes of Compuling Mobile App
Tonic BVerview:

In this unit learners research key historical people who have made a significant contribution to computing and how we interact computing devices. Lessons 1to 3
are designed to challenge the gender/sthnic/LSETO divide in computing znd celebrate the achisvemnents of women, ethnic minority and LGETO individuals in
camputing. Learmers will develop and present their findingz on their given 'hera'. It will also give the learners 2n opportunity to work collaborative online and
revisit the researching and presentation skills from previous wnits in Year 7 and &,

Lessons 4 to & allow the learmers to think about the future of technology and how the computing landscape might change in the near and distant future. Learnsrs
are working tin groups and are tasked with producing and sales pitch and advert for a future technology, This allows learmer to be creative and explore the trending
patterns in computing use,

Lirkes:
ZCSE — Edexcel Topic 5 lssues and Impacts, iMedia - ROS4 - Yisual identity and digital graphics.

Lesson 1: Learners review the definition of a computer are introduced to the Analytical Engine designed by Charles Babbage. The Learners are
then presented with topic of heroes and are assigned groups of 2/3. Each group is then assigned a hero and are tasked to complete a 5 min
presentation on that person

Lesson 2: Learners review what makes a good presentation, and the parameters are set for the presentations. This is done at the start of lesson
2 to enable the learners to think about the content of their presentations and what they need to edit. All presentations must be completed
before the start of next lesson.

Lesson 3: The Learners present their presentations and are reviewed via peer review and marked via a rubric.

Lesson 4: The Learners investigate the possibilities of future technology. They watch a video about future technology that is likely to be
‘mainstream’ in the next 20 years, Learners are then tasked with developing an advert and pitch their ideas.

Lesson 5: Learners continue to develop their adverts and pitches

Lesson 6: Learners pitch their concepts and present their adverts to the class. Pitches are peer reviewsad. Presentation skills are assessed via a
rubric.

Mational curriculum links

Undertake creative projects that involve selecting, using, and combining multiple applications,
Create, re-use, revise and re-purpose digital artefacts for a given audience

Understand a range of ways to use technology safely, respectfully, responsibly and securely
Education for a connected world links

Analyse and evaluate the reliability and validity of online information

Topic Besources:
. e 2.5:H fC ti iy e
Map: : Herces of Computing | prepmreps:
1 | Leszon 1: intreduction to the topic Assessment:
Knowledge:
? | Leson 2: Presentation Development
Application ol Presentation of Cemputing Hero and Pitch for new
Knowledge: Technalagy
3 | Les=on 3; Presentstion of Heroes
Supportive Reading:
The History of the :
? - The Histary of the Computer - Ignotofsky, Rachel:
g | Lesson 4; Introduction to the future ’
Computer Amazen.co.uk: Books
Technology throngh )
5 | Lessons: Development of pitches Time Background - Technelogy through time - K53 ICT
Revigion - BEC Bitesize
. MIII‘III.HIHIMIJ”H Explorer Academy Future Tech: The Science Behind the
B | Lesson &: Presentation of Future Tech pitches Sei Behind the Story: Amazon.co.uk: National Geographic Kids, Kiffel.
i | Alcheh, Jamie: 9781426339141 Books=



Topic Sequence;
1 2 3 ] ] B
Computer Systems Representation Develoging for the Web Intro 1o Python Heroes of Computing Mobile Apg
: Tonic OVerview:

In & world where there's an app for every possible need, this unit aims to take the learners from designer to project manager to developer in order to create their
own mobile app. U=ing App Lab from code.org, learnars will familiariz2 themsehies wath the coding environment and have an opportunity to build on the
programming concepts they used in previous units before undertsking their project. Learners will work in pairs to consider the needs of the uzer; decompose the
project into smaller, more manageable parts; use the pair programming approach to develop their app tegether; and finish off by evaluating the success of the
praject against the needs of the wser.

Links
Year 7 Scratch Programming 1 and 2, Year & Python Programming, GCSE Computing Unit 1 = Computational Thinking and Unit & Programming

Lesson Sequence:

Lesson 1: App for That! - In @ world where there’s an app for every possible need, this unit aims to take the learners from designer to project
manager to developer to create their own mobile app. Using App Lab from code.org, learners will familiarise themselves with the coding
environment and have an opportunity 1o build on the programming concepts they used in previous units before undertaking their project.
Lesson 2: Tappy Tap App - Learners will be introduced to the concept of event-driven programming and applying the paradigm to the app they
started to develop last week. They will be shown the coding environment and the first steps will be taken using live coding, in which the learners
will write their code alongside the teacher.

Lesson 3: School Lab Studios - Learners will be presented with an app that has three errors, They will have to open the app to attempt to spot
and fix the errors. Next, the learners will work on the sCore screen of the Tappy Tap Apg, to make it display the user's score 2t the end of the
game.

Lesson 4: User input - learners will start by thinking about how user input is captured and processed, before being given the challenge of adding
code to a prebuilt app to deal with user input. Learners will then decompose the app project that they started last lesson into more manageable
steps.

Lesson 5; App development - The main focus of this lesson is to spend mest of the time developing the learners’ app projects further. The
learners will start by recapping their work and what they planned in the previous lesson. They will then spend time building their apps using pair
programming. Towards the end of the lesson, the learners will ask classmates to review their apps in order to get feedback that they can respond
10 in the next lesson,

Lesson 6: Project completion - This is the final lesson of the unit and the focus will be on completing and evaluating the learners' app projects.
The lesson starts with an activity to remind the learners about problem-salving and debugging, followed by a short activity to help them plan the
time that they have left in the lesson to complete their app.

Mational curriculum links

*  Design, use, and evaluate computational abstractions that model the state and behaviour of real-world problems and physical systems

= se TW0 Or More programming languages, at least one of which is textual, to solve a variety of computational problems; make appropriate
use of data structuras [for example, lists, tables, or arrays]; design and develop modular programs that use procedures ar functions

*  Understand several key algorithms that reflect computational thinking; use legical reasoning to compare the utility of alternative algorithms
for the same problem

*  Create, reuse, revise, and repurpose digital artefacts for a given audience, with attention to trustwarthiness, design, and usability

Topic Resources:
Sequence of Lessons: Knowlesse | 8.6 Mobile App apomer |
Map: Development EES0UICES: PP La
1 | Lesson 1: App for That! Assessment:
Knowledge: 10 Multiple Chaice questions
? | Leszon 2: Tappy Tap &pp
mﬁ Learners design and develop a mobile app
3 | Lesson 3: School Lab Studios
Supportive Reading:
4 | Lesson 4: User input App Lab @ Gode.ory | Aop Lab | Code.org
= Code_org Tic Tac Toe - Build Your First Game in App Lab
8 | Lesson 5: App development orial
e " Rpiab Tun Even If You Have Never Coded Befors - YouTube
Chaptere & 7
6 | Lesson 6: Project completion K33 GComuuting Gom
plete Revision & Pra | Available from:
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_Topic Dverview:

This unit takes learners on a journey of discovery of technigues that cybercriminals use to steal data, disrupt systems, and infiltrate networks. The learners will start
by considering the value their data holds and what organisations might use it for. They will then learn about social engineering and other commen cybercrimes,
and finally look =t methods to protect against thess attacks.

Links
Year 7: Metworks, GCSE computing Unit 4 Netwarks

Lesson 1: You and your data - Learners are introduced to the unit to help them understand the value of data to companies, The focus will be on
what data companies collect from their users and how they use it. They will be introduced briefly to the law regarding data protection and will
reflect on why cvbercriminals might want to gain access to data.

Lesson 2: Social engineering - The aim of this lesson is for learners to become aware of how humans can be a weak point in the system, as well as
Iooking at the sodial engineering tactics deployed by cybercriminals to dupe users into giving away data that could lead to further crime. Learners
will be taken through the common social engineering techniques, completing exercises through the lesson to encourage them to think more
deeply about the conseguences of the scams and how to avoid becoming a victim.

Lesson 3: Script kiddies - Learners explore the concept of hacking and the technigues used by hackers ta exploit computer systems. They look at
terms such as brute force attacks, hacktivists, script kiddies, and DDo5 attacks. The lesson will conclude with the learners exploring the Computer
Misuse Act and the conseguences of hacking.

Lessan 4: Rise of the bots - The purpase of this lesson is to make learners aware of malware and the different categories of malware, as well as
understanding how they work and the potential damage they can do. They will then be introduced to the key terms before being instructed to do
a research task to create a fact-based quick read on one type of malware they have learnt about, Learners will be introduced to web bots and
what task they perform on the internet. They will then be shown how bots are used in conjunction with malware and will be given a scenario that
allows them to understand the hidden role of bots and what potential influence they could have on societal issues.

Lesson 5: There's no place like 127.0.0.1 - The aim of this lesson is for learners to develop their understanding of the risks that cyberthreats pose
to a network, followed by an exploration of some of the more common methods of defending a2 network against attacks, such as firewalls and
anti-malware. The learners will look at the more commen threats that exist globally before thinking of the threats at the level of a school
network.

Lesson 6: Under Attack - the learners are encouraged to reflect on the learning that has taken place throughout the unit before taking an end-of-
unit assessment. The learners will be prompted to reflect through a game called Linder Attack. Learners will work in groups to plan their defence
strategy on a tight budget before cyberatiacks start to happen

Mational curriculum links

*  Understand a range of ways to use technology safely, respectfully, responsibly, and securely, including protecting their online identity and
privacy; recognise inappropriate content, contact, and conduct, and know how to report Concerns

Education for a Connected World links

* | can explain how contributors to social media may be ‘social bots’

* | canexplain what malware is and give some examples of how it operates and what its impact could be on a device or user [e.g. viruses,
trojans, ransomware)

+ | can explain how to manage security software (e.g. anti-virus, security patches, adware blockers) on my devices and understand why regular
updates are important

* | can explain how and assess when more securs use may require more advanced password management (e.g. dual-factor authentication,
regular ralling, security guestions, CAPTCHA, biometrics)

Topic Resources:
Sequence of Lessons:
“'“"'"“ 9.1 Cyber Security ::m"'“,
1 | Lesson 1: You and your data Assessment:
Knowledge: 15 Multiple Choice questions
7 | Lesson 2: Social engineering
3 | Lesson 3: Script kiddies iy Classwork and Strategy in the game
§ | Lesson 4 Rise of the bots Sunportive Reading:
= l.ﬂ’“ . Malware and security - eSafety - K53 ICT Revision - BRC
9 | Lesson 5: There's no place like 127.0.0.1 Bitesize
K53 Chapter 2
Computing Complet
6 | Lesson 6: Under Attack e Revision & Awailable from: KS2 Computing Camplete Revision
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_Topic Sequence:

Cyber Security

“Tonic Bverview:

In this unit learmers will discover how professionals create 30 animations using the industry-standard software package, Blender. By completing this unit learners
will gaim a greater understanding of how this important creative field is used to make the media products that we consume. Seszions will take leamers through the
basics of modelling, texturing, and animating; outputs will include 3D models and short videos.

Lirks:
Creative iMedia — Creating a Visual Identity

Lesson Sequence:

Lesson 1: Move, rotate, scale, colour - Learners will look at the impact of 3D animation on the wider warld, linking to their own experiences.
Learners will be introduced to the basics of making models in Blender: deleting and adding objects; moving, rotating, scaling, and colouring. Links
should be made between the naming and reuse of colours, and the computer programming concept of variables.

Lezson 2: Animation, names, parenting - This lesson covers the basics of keyframe animation, the technigue behind how 30 digital animations
are made. Learners will be able to explain the differences between keyframing and stog motion animation, and give reasons for why keyframing
might be preferable in computer animation,

Lesson 3: Complex models and colours - This lesson covers more complex modelling technigues that can be used to build realistic-looking
maodels, Starting from primitive objects, such as cubes and cylinders, learners will use edit mode and the extrude, loop cut, and face editing
commands to make a rocket and a chair.

Lesson 4: Organic modelling - This fourth lesson covers modelling technigues that are used to make organic/natural-locking medels. To do this,

learners will first see the importance of breaking symmetry in their models to mimic the real world. The lessan then covers several modelling
tools that allow for more natural-looking images, including proportional editing, the knife tool, and subdivision.

Lesson 5: Lights, camera, render - This fifth lesson teachas learners how to s&t up a film shot for rendering. This includes adding extra lighting,
adjusting the camera, picking 2 render mode, and changing the render settings. Learnars will understand the range of lights available in Blender,
hiow To set up a camera for a shot, and the benefits and drawbacks of using ray tracing in their films.

Lesson 6: Project - This sixth and final lesson brings together all the skills that learners have coverad so far. Learners will create a 3-10 second
video based on the plan they made for homework afier the last lesson. They will self-assess against a set of skills, and ask a peer to assess their
work when it is completed.

Mational curriculum links
* Create, reuse, revise, and repurpose digital artefacts for a given audience, with attention to trustworthiness, design, and usability

g ofil Topic Resources:
Knowledge N . iy oiher
Mag: 8.2 Animations o p— Blendsr
1 | Lesson 1: Move, rotate, scale, calour i "
? | Lesson 2: Animatian, names, parenting Knowledge: MNone
3 |le o g LS (Y CONOUEY Anplication of Students are assessed via a rubric on their final project
Knowledoe:
§ | Lesson 4: Organic modelling Supportive Reading:
Blender For Blender For Dummies: Amazon.co.uk: van Gumster,
I R B i i ke Dummies Jazon: 9781119616962; Baoks
G | Lesson &: Project Blender Tutorials | Tutorials — blender oo




